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The Resilient Enterprise:

Protecting Brand Reputation, Revenue & Growth at the Board Level



Resiliency: Board-Level Risk Agenda

The risks that most threaten brand reputation, revenue and growth

@ Cyber & data breach Regulatory &
= ~ compliance
Third-party & supply ( @é§> Data governance &
chain privacy
ifre Technology & Al ] @ Talent & key-person
adoption el risk
Q;@* Business continuity = Brand & reputation
—e —
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How Al Is Changing Cyber Attacks

Al has moved from a drafting aid to an operator inside the attack chain — raising volume, speed
and credibility all at once.

Shift

Al is now in the attack

What the evidence shows

IBM: one in four breaches between March 2025 and February
2026 was Al-enabled, up 56% year over year

What it means for the board

Assume Al involvement in the next incident and plan
controls accordingly

Identity is no longer proof

Gartner: 62% of organisations report a deepfake incident;
documented global deepfake fraud losses exceed US$3.7B,
almost all since 2025

Payment and access approvals need verification that
a cloned voice or face cannot pass

Phishing at machine scale

Phishing remains the top initial access vector; median time from
email to click is 21 seconds, against 28 minutes to report

Detection and response speed matters more than
awareness training alone

Autonomous intrusion has
arrived

Anthropic disclosed a state-sponsored group using Al agents to
run 80-90% of intrusion tradecraft against ~30 organisations

Attack tempo now outpaces manual defence;
automation is required on both sides

Ransomware has industrialised

Publicly listed ransomware victims rose 213% year over year in Q1
2025, with most attacks never reported

Resilience and tested recovery, not prevention alone,
determine the loss

HITACHI
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The Impactls
Financial, Political & Real

HITACHI

COSTS INCREASES SINCE 2024

LOST REVENUE: REGULATORY FINES: RANSOMWARE PAYOUTS:
$95 MILLION $51 $40
(NEARLY DOUBLE) MILLION MILLION

GLOBAL COST
AVERAGE GLOBAL 2000 COST:
$600 BILLION UNPLANNED OUTAGES &
SERVICE DEGRADATION
t 5 00/ COST PER COMPANY:
s 0
| INCREASE $300 MILLION
AVERAGE
2024
CHALLENGL & PERCEPTIONS
REGULATORY FINES: RANSOMWARE PAYMENTS:
GREATEST DISRUPTION ADVICE VS. REALITY
57% o

TECHNOLOGY

5 LEADERS
@’ ™ IDENTIFY

AS HIGHLY
DISRUPTIVE

N

INDUSTRY COST BREAKDOWN (HIGHEST DOWNTIME COSTS)
= INFORMATION SERVICES & TECH: $402 MILLION Q
(CLOUD, SAAS, API DISRUPTIONS)

h ENERGY & UTILITIES: $364 MILLION @
w BT $357 MiLLIoN [ __}

Splunk’ s The Hidden Costs of
HITACHI powntime

CHALLENGES & PERCEPTIONS

BRAND REPUTATION FINANCE ABOUT 40%
EXECUTIVES OF FINANCE
ADVISE AGAINST [S=/\ LEADERS ADMIT
PAYING TO PAYING
DEMANDS ATTACKERS

TAKES A QUARTER
T0 RECOVER

' RECOVER
(ALMOST 20% OF
MARKETING PROS)

INVESTOR CONCERNS ON RESILIENCE

STOCK DECLINE NEARLY HALF OF TECHNOLOGY LEADERS:
FOLLOWING EVENTS: SHAREHOLDERS RAISED CONCERNS
3.4% SIGN OF WEAK RISK %\
3. 4% AVER AGE MANAGEMENT & OUTDATED
(UP FROM 2.5% IN 2024) ll.ll IREEESTRUCHURE
REGIONAL COST DRIVERS
EMEA: APAC: NORTH AMERICA: LATAM:

HIGHEST COSTS LOST REVENUE HIGHEST STAFFING & LOWER OVERALL

(COMPLIANCE FAILURES (LARGEST COST DRIVER) PRODUCTIVITY COSTS COSTS

& SECURITY EXPENSES) I I
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Technology Challenges

TOTAL DOWNTIME & SERVICE DEGRADATION INCIDENTS
)  AVERAGE OF

60

INCIDENTS
PER YEAR

et

DRIVEN BY INTERNAL & EXTERNAL FACTORS.

— CAUSES & IMPACT: HUMAN VS. CYBER

MOST DOWNTIME INCIDENTS ~ GREATEST IMPACT CREATED BY
CAUSED BY HUMAN ERROR PHISHING, MALWARE, RANSOMWARE

=

GROWING RELIANCE ON THIRD-PARTY SERVICES

E] | Saa$ PLATFORMS, APIs,

= & CLOUD PROVIDERS

@ —\H ARE CRITICAL SOURCES
® OF OUTAGES.

Z

HlTACl‘ﬂlunk’ s The Hidden Costs of Downtime

MAJOR INCIDENT SOURCES
INTERNAL VULNERABILITIES

SILOES PROTOCOLS SYSTEMS

HITACHI

CYBER THREATS

o ¥

NETWORK
SECURITY BREACH VIRUS

CONTRIBUTING TO INCIDENT VOLUME.

THE Al THREAT AMPLIFIER

Al-RELATED
COMPLEXITY

= CONVINCING & HARDER TO
. } DETECT PHISHING

Al MAKES PHISHING MORE SOPHISTICATED.

DOWNTIME FROM THIRD-PARTIES (ITOps & ENGINEERING VIEW)

DOWNTIME CAUSED
BY THIRD-PARTIES.

63%
24%

2024 2026
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Resiliency Challenges HITACHI

LOWER CYBER RESILIENCY l—:i ii —ZH I HIGHER CYBER RESILIENCY

CYBER ATTACK / INCIDENT CYBER ATTACK / INCIDENT
l
&— ANTICIPATE —o® :——_ = um
Proactive Threat Intelligence —_—
Vulnerability Assessment  ——
iy |
UNANTICIPATED, SEVERE DISRUPTION —— PROTECT —o MINIMAL, PREDICTED DISRUPTION
Access Controls / Encryption \|/
Zero Trust Architecture
B0 =E=g
&— WITHSTAND —e ==
Threat Detection Systems ] ) ]
Extended Downtime / Outage | Data Loss / Breach Immediate Containment Fast Detection & Response Quick Data Restoration

&—— RECOVER —»® =
Incident Response Plans [?] %

Scalable Backup & Restore —_ . . .
Brand & F|nanC|aI Damage Slow, Costly Recovery P Maintained Compliance Rapid, Cost-Effective

v & Trust v Recovery
_'—:> LONG-TERM OPERATIONAL e e RESILIENT, ADAPTIVE
CHAOS & DECLINE Enhance Resilionce cirategies BUSINESS GROWTH
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Case Study: The C&M Software Pix Attack

Brazil, 30 June 2025 — a third-party payments provider was breached through a single insider, and
the losses landed on the banks that depended on it.

Dimension What happened and what it cost

Attackers paid a C&M IT operator roughly US$2,760 for his corporate credentials, then used his help to bypass

A T security controls
. . About R$800 million (roughly US$140 million) drained from the reserve accounts of six institutions in under three
Financial -
hours; only ~R$270 million was later frozen
. Brazil's Central Bank suspended all institutional access to C&M'’s platform during the investigation, cutting the
Operational

provider off from its customers

Reported as the largest digital heist in Brazil's history, triggering arrests, criminal investigation and regulator

Al scrutiny of third-party providers

Cyber, third-party and continuity risk are one connected exposure — a vendor’s insider control gap became the
banks’ loss
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Case Study: The IFX Networks Outage

Colombia, September 2023 — ransomware at a single regional hosting provider took hundreds of
organisations offline across four countries.

Dimension What happened and what it cost

IFX Networks, a Bogota-based cloud and telecom provider serving clients in 17 countries; ransomware encrypted its

The target virtual machines on 12 September 2023

762 public and private organisations disrupted across Colombia, Chile, Panama and Argentina — none of them

Blast radius breached themselves

At least 30 Colombian government sites down, including the justice, health and culture ministries, hospitals and the

Operational impact judicial branch

Colombia stood up an emergency national cyber command post; roughly 90% of clients were restored after about

Recovery ten days

Concentration risk is real — your continuity plan must assume a critical provider goes dark, not just your own
systems
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HITACHI

The Hitachi approach:

Protecting Brand Reputation, Revenue & Growth at the Board Level



Prepared for the Inevitable HITACHI

N | risk-Optimized Data Resilience

| Backup-Centric Recovery
Prevention-First Protection

Strategy

Strategy Prioritize resilience for critical, regulated data
Strategy Traditional restore-from-backup recovery
Stop attacks with network, endpoint security Reality

Reality Risk-tiered recovery minimizes disruption
Reality Only 53% achieve full data recovery
Attacks bypass perimeter controls Outcome

Outcome Hours of downtime, minutes of data loss,
Outcome Days-to-weeks downtime, hours-to-days supported with governance

Extended downtime, significant data loss, data loss, compliance gaps
non-compliance

Legacy Hardware & Applications

HITACHI HITACHI LATAM Partner Summit FY26 11



Hitachi Vantara

Cyber Portfolio

Edge Protection with
AnyWhere Enterprise
(Ctera)

Data Protection
and Cyber Resiliency

VSP 360 for
Global Observability
& Management

VSP One:
Block, File, Object,
Mainframe and SDS (cloud)

Veeam

User-centric Veeam| Protection Suite Identify Simulate and

data protection (Commvault) vulnerabilities and | visualize complex

resources

Hitachi Data Cybersense CyberVR

reduce risk cyberattacks

SentinelOne

Detect and respond

with EDR and
identity protection

—

e
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Action ltems: Next Steps with Hitachi Vantara

Cyber resiliency, governance and compliance — a phased path from discovery to measured recovery

01 Discovery workshop

Baseline recovery capability

Identify resiliency and
protection gaps

02 Risk-tier the data estate

Classify critical and
regulated data

Effort follows
business value

03 Set recovery objectives

Map gaps to recovery
objectives

Board-approved time and
data-loss targets

> Contact your Hitachi Partner Manager or account team to get started

04 Pilot and prove

Deploy on one critical
workload

Measure against agreed
targets

05 Scale and report

Extend across critical
workloads

Report recovery performance
each quarter

HITACHI
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Gracias
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